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WHO AM | S NETSPI

& Karl Fosaaen
¢ Pen Tester
¢ Cloud Enthusiast

: : Penetration
¢ Private Pilot . Testing Azure for
¢ Author » s ¥ Ethical Hackers

elop practical skills to perform pentesting and risk assessment
of Microso ft Azure environmen ts

® https://github.com/netspi
¢ https://blog.netspi.com/
¢ Twitter - @kfosaaen

David Okeyode | Karl Fosaaen



WHAT’S AN AZURE? S NETSPI

¢ |t’s the cloud provider from Microsoft
¢ Lots of organizations are moving to it

¢ |t supports many types of services

¢ |mportant services that will be covered in the talk:

— Key Vaults
— App Services

— Automation Accounts / s MiCI‘OSOﬁI Azure

— Storage Accounts

— Azure Container Registries

— Azure Kubernetes Services

¢ At certain IAM role levels (Contributor and above), passwords are everywhere
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AZURE PERMISSIONS OVERVIEW - PRINCIPALS SENETSPI

¢ Azure AD Tenant
¢ The core of Identity (RBAC / IAM) in Azure

¢ Security Principals
— Users / Guest Users
— AD Synced versus Azure Managed
— Managed Identities
— System Assigned
— User Assigned
— Service Principals

— Application Accounts

¢ Security Principals are assigned Roles

4 Confidential & Proprietary



AZURE PERMISSIONS OVERVIEW - ROLES SENETSPI

¢ Subscription Level

¢ Owner
+ Contributor Role
¢ Reader Reader Riﬁﬂ;ﬁj:}:?:w Coantributor Chwner
¢ Special/Custom Roles
subscription - ‘
¢ Multi-Level Observers Users managing Admins
@ ['_] resources
¢ Service Specific S q

Resource group
+ Application Specific
o Il

Automated processes
Resource

¢ Application of Roles

¢ Management Group / Child Management Group / Subscription / Resource Group / Resource

5 Confidential & Proprietary



AZURE PERMISSIONS OVERVIEW S NETSPI

¢ Assume that we have Contributor for this presentation

¢ “But that’s basically admin on the subscription”

— Most developers and engineers will have this role

¢ Other roles can access platform stored credentials
¢ Website Contributor
¢ Log Analytics Contributor
¢ Storage Account Contributor

¢ Key Vault Contributor

¢ Azure Kubernetes Service Cluster Admin Role

6 Confidential & Proprietary



MANUAL CREDENTIAL ACCESS S NETSPI

¢ How do we manually access individual credentials?
+ Via the Portal, CLI, PowerShell, etc.
+ Easy for one-off collection

+ Fine if you only have Portal/CLI Access

T Show keys Set rotation reminde 'f_) Refresh

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other,

Remember to update the keys with any Azure resources and apps that use this storage account. Learn more

Storage account name

notpayloads Iy

key1

":.:J Rotate key

Key
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AUTOMATING CREDENTIAL ACCESS SENETSPI

& How do we access all the credentials?
¢ With Get-AzPasswords

— Wraps the Az PowerShell functions to automate collection
+ Passively gathers from configurations

+ Actively gathers from some services
— Automation Accounts

— Key Vaults

MicroBurst A Microsoft Azure

TOOLS.NETSPI.COM

— Azure Kubernetes Services

¢ MicroBurst is a toolset for attacking Azure
¢ GitHub - https://github.com/NetSPIl/MicroBurst

+ Automates many of the enumeration and attack processes

8 Confidential & Proprietary



https://github.com/NetSPI/MicroBurst

S NETSPI

KEY VAULTS
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DUMPING PASSWORDS FROM KEY VAULTS SENETSPI

& What does this service do?

¢ |t stores credentials

¢ Where are the passwords?
¢ Stored in Vaults in the following categories:
— Keys
— Secrets

— Certs

Confidential & Proprietary




DUMPING PASSWORDS FROM KEY VAULTS

¢ Dumping Passwords from this Service Manually

[ PasswordStore | Secrets

Key vault

£ Search (Ctrl+/)

|«

Events

Settings

el

Keys

Secrets

I Certificates

Access policies

Metworking

S

A
() Refresh

A\ 5oft Delete will be automatically enabled on this key vault after September 30, 2021, Click here to learn more. =3

MName Type Status

SupersecretPassword Password ~ Enabled

S NETSPI

Secret

Content type (optional)

Show Secret Value

Secret value
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DUMPING PASSWORDS FROM KEY VAULTS

S NETSPI

¢ Access policies restrict access to vaults

+ Vault-level access policies (by default) are not inherited from Azure RBAC

— They can use Azure RBAC

— Conveniently, Contributors can change the policies

¢ Access can also be restricted by source IP/network

+ These rules can also be changed

— Not recommended...

Firewalls and virtual networks  Private endpoint connections

-~ — A
cave Discard () Refresh

Allow access from:

O All networks @ Private endpoint and selected networks

0 Configure network access contral for your key vault. Learn more

Add access policy

Add access policy

Configure from template {optional)
Key permissions

Secret permissions

Certificate permissions

Select principal *

Authorized application @

| Key, Secret, & Certificate Management ~ |
| 9 selected ~ |
| 7 selected ~ |

| 15 selected

Mone selected

Confidential & Proprietary




DUMPING PASSWORDS FROM KEY VAULTS SENETSPI

¢ Dumping Passwords from this Service with Az PowerShell
¢ Get the Vaults - Get-AzKeyvault

¢ For each Vault

— Check the current Access Policy

— If needed, modify to allow your user

— Extract each Key and Secret
—~ Get-AzKeyVvaultKey
— Get-AzKeyVaultSecret

— Return the Access Policy to its original State

13 Confidential & Proprietary




S NETSPI
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DUMPING PASSWORDS FROM APP SERVICES SENETSPI

& What does this service do?

+ |t hosts web applications and APIs (Functions)

¢ Where are the passwords?
+ Configurations

¢ Connection Strings Web Apps Mobile Apps

+ App Services Configuration Service L||_] @ 6

+ Hardcoded Application Configs (in code/app files) Azure App Service

+ Function App files

APl Apps Logic Apps

15 Confidential & Proprietary




DUMPING PASSWORDS FROM APP SERVICES SENETSPI

¢ Dumping Passwords from this Service Manually

A
|*=| netspi. PublishSettings E3 l

® netspi =

App Service

2 Search (Ctrl+/ | < 4 Browse [> Start ] Delete () Refresh] | Get publish profile

<publishData><publishProfile profileName="netspi - Wek Deploy™ publishMethod="MSDeploy"
3 P P P ploy P pLloy
publishUrl="netspl.scm.azurewebsites.net:443" msdeploySite="netspi" userName="S5netspi" usserPWD="[REDACTED]"
destinationfppUrl="http://netspi.arurewebhsites.net" S0LServerDEConnectionString="" mySOLDEConnectlionString=""
hostingProviderForumLink="" controlPanelLink="http://windows.azure.com" webSystem="WebSites"><databases
g ¥

/=< /publishProfile><publishProfile profileNams="netspi - FTE" publishMethod="FTE"

ublishUrl="ftp://waws—prod-dml-055.ftp.arurewebsites.windows.net/site/wwwroot" ftpPassiveMode="Trus" ussrNams="
P 2

u=serPWD=" [EEDACTED] " destinationlkppUrl="http://netspi.arurewsbsites.net" S0LServerDEConnectionString=""

PP g

mySOLDEConnectionString="" hostingProviderForumLink="" controlPanelLink="http://windows.arure.com"

¥ g g
webSystem="WebS8ites"><databases /></publishProfile><publishProfile profileName="netspi - Zip Deploy" publishMethod="ZipDeploy"
publishUrl="netspl.scm.azurswebsites.net:443" userNams="5netspli" userPWD="[REDACTED]"
destinationfppUrl="http://netspi.arzurewebsites.net" S0LServerDEConnectionString="" mySOLDEConnectlionString=""
hostingProviderForumLink="" controlPanelLink="http://windows.arure.com" webSystem="WehbSites"><databases
/x</publishProfile><pubklishProfile profileNams="netspi - ReadOnly - FTE" publishMethod="FTE"

P P P P ¥ P
publishUrl="ftp://waws—-prod-dml-055dr.ftp.arurewebsites.windows.net/site/ wwwroot" ftpPassiveMode="Trus" userName="netspi‘\Snetspi’
userPWD="[REDACTED] " destinationfppUrl="http://netspi.arurewsbsites.net" S0LServerDBEConnectionString=""
mySOLDEConnectionString="" hostingProviderForumLink="" controlPanellLink="http://windows.azure.com"

¥ g g

webSystem="WebSites"><databases /></publishProfile></publishData>

netspil\$netspli”

Confidential & Proprietary




DUMPING PASSWORDS FROM APP SERVICES

SENETSPI

¢ Dumping Passwords from this Service Manually

+ What do we get?
— FTP Credentials
— Web Management Credentials

— Connection Strings

(0 netspi.scm.azurewebsites.net

Signin

https://netspi.scm.azurewebsites.net
Username

Password

A} & netsplscm.azurewebsites.net

Environment

Environment

Build 94.30524.5227.0 (0d97b2377b)
Azure App 94.0.7.89
Service

Site up time 00.00:00:01
Site folder D\home

Temp folder D:\localiTemp

REST API

« App Settings

« Deployments

« Source control info

s Files

« Log streaming (use curl, not browserl)
« Processes and mini-dumps

« Runtime versions

« Site Extensions: installed | feed

« Web hooks

« WebdJobs: all | triggered | continuous
« Functions: list | host config

More information about Kudu can be found on the wiki.
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DUMPING PASSWORDS FROM APP SERVICES SENETSPI

¢ Abusing App Services Managed IDs to Access Key Vaults

¢ General Concept
+ Get a managed identity token from the web application
— Command Injection or Contributor on the App
+ Use the token with the REST APIs to collect Key Vault contents
— Use MicroBurst to Automate the process:

— Get-AzKeyVaultKeysREST
— Get-AzKeyVaultSecretsREST

18 Confidential & Proprietary




DUMPING PASSWORDS FROM APP SERVICES

¢ Dumping Passwords from this Service with Az PowerShell

+ Get the App Services Apps
— Get-AzwebApp

+ For each app, get the Publishing Profile
— Get-AzWebAppPublishingProfile

+ Parse the profiles for credentials

S NETSPI
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S NETSPI

&

AUTOMATION ACCOUNTS
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DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

& What does this service do?

| + Runs “serverless” code in Azure to
@ D automate management and other tasks

¢ Where are the passwords?

¢ Cleartext in Runbook code

+ “Run as” Accounts that you can assume

‘ + Platform-level Stored Credentials
') the role of in Runbooks

. . — These account credentials can be extracted for
persistence

+ Key Vaults

— Accessed from the Automation Accounts

21 Confidential & Proprietary




DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

¢ Dumping Passwords from this Service Manually

¢ (Cleartext in Runbook code

Home > Automation Accounts kfosaaen

AzureAutomationTutorialScript (kfosaaen/AzureAutomationTutorialScript) =

= Runbook
L Search (Ctrl+/) | ‘ [} Start f Edit '::E:' Link to schedule [®) Add webhook f Delate 2 Export 'f_:' Refresh
fa  Owverview # Essentials

View Published Source

AzurefutomationTutonalScript

$connectionName = "AzureRunfsConnection”

try

1
# Get the connection "AzureRunAsConnection "
§servicePrincipalConnection=Get-AutomationConnection

Booa = oo s R

22 Confidential & Proprietary




DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

¢ Dumping Passwords from this Service Manually
+ Platform-level Stored Passwords
+ “Run as” Accounts that you can assume the role of in Runbooks

+ Can be done with a Runbook, the Editor, and the Test Pane

> Edit PowerShell Runbook*
-

%CertificatePath = Join-Path %env:temp kfosaaen-AzureRunAsCertificate.pfx
$Cert = $RunAsCert.Export(’'pfx', TotallyNotaHardcodedPassword...")
~ Credentials g Set-Content -Value %Cert -Path $CertificatePath -Force -Encoding Byte | Write-Verbose

wh SMNWYpPXCcDd
Save @ Publish >< Revert to published \../ Feedback
> B8 CMDLETS 1 EmyCredential = Get-AutomationPSCredential -Name "test'
2 fuserdams = $myCredential.UserName
> &% RUNBOOKS 3 [ $password = $myCredential.GetNetworkCredential().Password
& ASSETS : write-output fuserName” - "Spassword”
> Variables 6 $RunAsCert = Get-AutomationCertificate -Name 'AzureRuniAsCertificate’
7
a

> Connections

18 $baseddstring = [Convert]::ToBasebdString([I0.File]::ReadAllBytes($CertificatePath))
11 write-output $baseédstring

test o 12

Karl
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DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS

¢ Dumping Passwords from this Service Manually

+ Platform-level Stored Credentials

+ “Run as” Accounts that you can assume the role of in Runbooks

+ Can be done with a Runbook, the Editor, and the Test Pane

= Test

A SMNYWYpPXCcDd

[} Start

Parameters

Mo input parameters

Run Settings

Run on Azure (5

‘} Using a hybrid runbook warker
can increase test performance
Learn more

test - test

MITKOWIBAZCCCFcGCSqGSIb3DQEHAaCCCegEggnkMITI4DCCBikGCSqGSIb3D(
EgeTYAnFx8xBfed JEf TLxy3md6ERGCN3IbcgPDEXMHY IKVj12DG1i Bho ImbMx B9 s
*xK1hiXN+XuwUrZLET202FF45a0CUg4nIoaNjORX91i18BIIREBIcdgBx/ /UyEZ]
GMN-+n+KONa F8 TNgk swDSVW2dxRXy 7VQ+yBAD++3+Y+ 7444 sohmQBG6AIC Xy TRw
1RxtEAbimh fKDOLy 71 RxehCHui@vVNgEBrus2jzhPech5bZ@+rPad3nHOj9xMe

SENETSPI
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DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

¢ A Note About Credential Exposure

+ Writing credentials to job output is bad...
— Anyone with Reader permissions can read the Jobs output
— Doesn’t apply for the test pane

¢ Encrypted Output is Better

— Get-AzPasswords uses a certificate for encryption

— Generated locally, uploaded with the Runbook, deleted after

nput Output Errors Warnings All Logs Exception Ran .. ® User

netspi-private KEY RSA testKey {"kid":"https://netspi-private nput Output  Errors  Warnings All Logs Exception
pt”, “decrypt”], "n” : "ol gKvZ3PPT1WNvUdMWS gmc SfauNJoxKmF 1EBe9RAAL ¢
4-1gs9_BrSbPNLLgLyRvHYxvPcGS50ZF 1AWL Xrus_xi53Wd2L 2T jcgofuu3 Je;

MIIGEQYIKoZIhvcNAQCcDoIIGA jCCEtACAQAXgEF FMIIBQQIBADApMBUXEZARBENVEAMMCLpY 3 Iv
¥nVyc3QCEBFY s/ G500uR1uTHNT2X3 cwDQYIKoZ Thv cNAQEHMAAE gg EAF gT75FCyFFFAPKcUscyNt
62 TFvFBAAruMs acki SwesmBlGBErY@3awVrH5uys9 JFKFMQZoH@IES 1S/ IDgBxkr2BaRUg7 620
3DPGxKILbWzz /BWoV7xsBs9nBI30AudQkkTZFkTdmaNjRKvzBYQuPmoClVbaurUX1HXds tPpS89m

netspi-private SECRET Password TestKey KarlOnlyPassword

6fshXoEBuhmb@bEt95NrBIizsnMedXsblayw(dx6zrSrravCiTRuid9endF/t5936x6MInkPUXie
Before After > ew3DF12qY6RUgoXtrZmjt2MDGpFv+8TuwbRg®isf TkqT1I60teSZCFROQbBNOVM2Z7LOrY+H1ILEQ
AeezuNz iPxFz| MC9PDCCBYAGCSqGSIb3DQEHATAdBE 1 ghkgBZQMEASOEEKBWIGrFBoCAFyh3rjOM
oTmAggVEvs09jbzCkRotkvrjdeFN33Ay51e0Lyhm+hwIYof4QulvGWPgSaH/RYFp7ueAodRfkvmB
DA NEL]L an o i =B = i nl_Am 2 2 oG D D

NRMS. A oBA) () (Vs PAo
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DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

¢ Abusing Automation Accounts to Access Key Vaults

¢ General Concept
+ Use a Run As account with Key Vault permissions to read the vault
+ Technically addressed by CVE-2019-0962

+ Using Get-AzKeyVaultsAutomation from MicroBurst

> Edit PowerShell Runbook -

= ZFDIGZTVYHmPQc

& publish EA testpane < Feedback
> B8 CMDLETS 3 # Start RunAs Process
. 4 $connectionName = "AzureRunAsConnection”
> &'u RUNBOOKS 5 $servicePrincipalConnection = Get-AutomationConnection -Name $connectionName
> & ASSETS &
7 # Connect AzureRM
8 Connect-AzureRmAccount -ServicePrincipal -Tenant $servicePrincipalConnection.TenantId -ApplicationId $servi

18 # Try to read KeyVaults
11 $vaults = Get-AzureRmKeyVault
12 foreach ($vault in $vaults){

13 $vaultName = $vault.VaultName

14 try{

15 $keys = Get-AzureKeyVaultKey -VaultName $vault.VaultName -ErrorAction Stop

16 # Dump Keys

17 foreach ($key in Skeys){

13 $keyname = $key.Name

19 $keyValue = Get-AzureKeyVaultKey -VaultMame $vault.VaultName -Name $key.Name
28 # Write out keys - format Vault:Type:Type2:Name:Value

21 Write-Output "$($vaultName) tKEY t§($keyValue.Key.Kty) t$($keyValue.Name) t§(FkeyValue.Key)"
22 }

23 3

24 catch{}
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DUMPING PASSWORDS FROM AUTOMATION ACCOUNTS SENETSPI

¢ Dumping Passwords from this Service with Az PowerShell
+ Get the list of Automation Accounts

¢ For Each Account
— Get the list of credentials
— Get the list of “Connections” (Run As accounts)
— Upload Malicious Runbooks (randomly named - IwWVSNvWYpPXCcDd)
— Get Output

— Create Authentication Script locally to help with using Run as credentials

+ [mportant Note
— Don’t Stop (Ctrl+C) the Function

— This will leave the Runbook in the Automation Account

27 Confidential & Proprietary




S NETSPI
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STORAGE ACCOUNTS
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DUMPING PASSWORDS FROM STORAGE ACCOUNTS SENETSPI

& What does this service do?

+ File storage in the Azure cloud
— Think of AWS - S3, but for Azure

¢ Where are the passwords?
+ |In Files

¢ Storage Account Keys

== Microsoft Azure Storage Explore

General-Purpose Storage
Account

x O A// \4\A
Collapse All Refresh All 5
= Quick Access @

4 & local & Attached
b = Storage Accounts Flle Queue Table BIOb

(=]
At
m
=

¢ & Cosmos DB Accounts (Deprecated)
¢ [l Data Lake Storage Genl (Preview) Storage Types
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DUMPING PASSWORDS FROM STORAGE ACCOUNTS SENETSPI

¢ Dumping Passwords from this Service Manually

+ File Review
— Not easy to automate
— Requires Contributor to get the keys to read the files

— Data plane vs. Management plane permissions

+ Storage Account Keys

€ Show keys Set rotation reminde 'f_:' Refresh

— Available in the Portal

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure
Key Vault, and replace them often with naw keys. The two keys allow you to replace one while still using the other,

Remember to update the keys with any Azure resources and apps that use this storage account. Learn more &

Storage account name

notpayloads I

key1

C.} Rotate key

Key
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DUMPING PASSWORDS FROM STORAGE ACCOUNTS SENETSPI

¢ Using Storage Account Keys for Persistence

¢ Access to Cloud Shell File Shares

— Names typically start with “cs”
— €51234567890x154x32

— Download the acc_user.img file from the .cloudconsole folder
— Mount in Linux and modify startup files (Bash and PowerShell)

— Unmount and reupload to the file share Bash \/ RESTART PASTE X

Your cloud drive has been created in:

— Execute commands in the victim Cloud Shell gibsertption Tai I

Resource group: cloud-shell-storage-westus
Storage account: cs4d I : 1

File share: cs-kfosaaen- NN

Initializing your account for Cloud Shell...-
Requesting a Cloud Shell.Succeeded.

Connecting terminal...

Welcome to Azure Cloud Shell

Type "az" to use Azure CLI
Type "help" to learn about Cloud Shell

karl@Azure:~$

https://www.netspi.com/blog/technical/cloud-penetration-testing/attacking-azure-cloud-shell/
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https://www.netspi.com/blog/technical/cloud-penetration-testing/attacking-azure-cloud-shell/

S NETSPI

DUMPING PASSWORDS FROM STORAGE ACCOUNTS

¢ Dumping Passwords from this Service with Az PowerShell

¢ Get the list of Storage Accounts

— Get-AzStorageAccount

¢ For each account, list the keys
—- Get-AzStorageAccountKey

+ Approximately 10 lines in Get-AzPasswords

32
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S NETSPI

AZURE CONTAINER REGISTRIES
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DUMPING PASSWORDS FROM AZURE CONTAINER REGISTRIES SENETSPI

& What does this service do?

¢ |t stores container images for container related services in Azure

¢ Where are the passwords?
¢ In Container Images

¢ ACR Admin Credentials can be exported for persistence

‘05, Azure Registr
s gistry
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DUMPING PASSWORDS FROM CONTAINER REGISTRIES

¢ Dumping Passwords from this Service Manually

35

+ Container Images

— Not easy to automate

— Only requires Reader to get the images

— Pull the images locally and review

¢ ACR Admin Credentials

— Not always enabled

— Available in the Portal

S NETSPI

Registry name

Login server

Admin user (i)

Lsername

Mame

password

password2

| netspi

| netspi.azurecr.io

0 Enabled

| netspi

Password

Regenerate

| EPD=0xtgfQ75ppobTXtWT7ITtSj054gX

s

5
L

| E=qDRnADZ3j020bK0OMNe,/TtG3Txhal3Uk

I

Y
L
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S NETSPI

DUMPING PASSWORDS FROM CONTAINER REGISTRIES

¢ Dumping Passwords from this Service with Az PowerShell

36

*

Get the list of Container Registries

—~ Get-AzContainerRegistry

For each registry, list the credentials

- Get-AzContainerRegistryCredential

Also, approximately 10 lines in Get-AzPasswords
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DUMPING PASSWORDS FROM AZURE KUBERNETES SERVICES SENETSPI

& What does this service do?

¢ |t runs container images in a Kubernetes cluster in Azure

¢ Where are the passwords?
¢ |n the Cluster VMs

— Either stored Service Principal credentials (Cleartext!)
— Or a Managed ldentity
¢ AKS Admin Credentials can be exported for persistence

Confidential & Proprietary
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DUMPING PASSWORDS FROM AZURE KUBERNETES SERVICES SENETSPI

¢ Dumping Passwords from this Service Manually

¢ Connect via Cloud Shell

1. Open Cloud Shell & or the Azure CLI
2. Run the following commands

| az account set --subscription d4 b2

| az aks get-credentials --resource-group --name ‘ Add --adm'in for Cluster adm]n Creds

¢ Export your kubeconfig file
— cat /home/USERNAME/ .kube/config

— Save it off to another system

PS /home/karl> cat /home/karl/.kube/config
apiVersion: vl
clusters:

- cluster:
certificate-authority-data: LS@tL51CRUAITiBDR

al1UQWdGdzB5 TVRBMB1gRXhOeklaw TVRKYUdBOHINRFVATUR jeU
YStPaEp6SHh1N2dRUX1SR1F322(1 501 RI0OHhmVDh2akVZVidU1WF
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DUMPING PASSWORDS FROM AZURE KUBERNETES SERVICES SENETSPI

¢ Dumping Passwords from this Service with Az PowerShell

¢ Get the list of clusters
— Get-AzAksCluster

¢ For each Cluster
— Use the REST APIs to request ClusterAdmin and ClusterUser Credentials
- Get-AzAccessToken

— If configured with a Service Principal

— Run a command on the cluster to “cat /etc/kubernetes/azure.json”

— Invoke-AzvmssVMRunCommand

40 Confidential & Proprietary




S NETSPI

MicroBurst

TOOLS.NETSPI.COM

DEMO
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B Administrator: Windows PowerShell L3
PS C:\temp> Import-Module C:\Tools\Github\MicroBurst\MicroBurst.psml

Imported Az MicroBurst functions

Imported AzureAD MicroBurst functions

Imported MSOnline MicroBurst functions

Imported Misc MicroBurst functions

Imported Azure REST API MicroBurst functions

PS C:\temp> Get-AzPasswords -Verbose -ModifyPolicies Y -ExportCerts Y | Out-GridView

m]



S NETSPI

11 Q Microsoft Azure

PRIVILEGE ESCALATION IN AZURE
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PRIVILEGE ESCALATION IN AZURE SENETSPI

¢ Using Get-AzPasswords to exploit a privilege issue in Azure

¢ Log Analytics Contributor allows for modifying Automation Accounts

— Limited Contributor rights otherwise

1 {

2 "id": "/providers/Microsoft.Authorization/roleDefinitions/92aafeda-9dab-42b6-94a3-d43ceBd16293",
3 "properties”: {

4 "roleName”: "Log Analytics Contributor”,

5 "description”: "Log Analytics Contributor can read all monitoring data and edit monitoring settings.
6 "assignableScopes™: |

7 "

8 1,

9 "permissions": [
10 {
11 "actions™: [
12 " read”,
13 "Microsoft.Automation/automationAccounts/*",
14 "Microsoft.ClassicCompute/virtualMachines/extensions/*",
15 "Microsoft.ClassicStorage/storagefccounts/listKeys/action”,
16 "Microsoft.Compute/virtualMachines/extensions/*",
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PRIVILEGE ESCALATION IN AZURE SENETSPI

¢ Using Get-AzPasswords to exploit a privilege issue in Azure

¢ |f the Automation Account has an attached “Run as” account

— Full subscription Contributor under default configuration
¢ Use Log Analytics Contributor role to export the “Run as” certificate

+ Use the exported certificate to login as a Contributor (slightly higher privilege)

¢ Recently addressed by Microsoft
Custom Azure Automation Contributor role

Microsoft intends to remove the Automation account rights from the Log Analytics Contributor role. Currently, the
built-in Log Analytics Contributor role described above can escalate privileges to the subscription Contributor role.
Since Automation account Run As accounts are initially configured with Contributor rights on the subscription, it can be

used by an attacker to create new runbooks and execute code as a Contributor on the subscription.

As a result of this security risk, we recommend you don't use the Log Analytics Contributor role to execute Automation

jobs. Instead, create the Azure Automation Contributor custom role and use it for actions related to the Automation

account. Perform the following steps to create this custom role.
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ADDITIONAL INFO S NETSPI

& MicroBurst GitHub - https://github.com/NetSPl/MicroBurst

¢ NetSPI Blog - https://www.netspi.com/blog/technical/

¢ Get-AzPasswords Specific Blogs:

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/a-beginners-guide-to-gathering-
azure-passwords/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/encrypting-password-data-in-get-
azpasswords/

& Twitter - @kfosaaen

¢ These slides will be linked to from here M icrOBu I‘St

TOOLS.NETSPI.COM
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