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WHO AM | S NETSPI

& Karl Fosaaen
¢ Pen Tester
¢ MicroBurst

¢ Cloud Enthusiast Penetration

¢ Private Pilot | Testing Azure for
¢ Co-Author 8 Ethical Hackers

| = .:-" .-'"c,?_ on\l\//Ieic?'osorfic,:izcjrlesgr[ll\?iﬁgr?;;fr?{? pentesting and risk assessment
¢ Merch Goon =) Qe 'ﬁi‘,‘iﬁ;;:in-ﬁt:

¢ https://github.com/netspi
¢ https://blog.netspi.com/
® Twitter - @kfosaaen MicroBurst

TOOLS.NETSPI.COM




AZURE PERMISSIONS OVERVIEW - PRINCIPALS SENETSPI

¢ Azure AD Tenant
¢ The core of Identity (RBAC / IAM) in Azure

¢ Security Principals
— Users / Guest Users
— AD Synced versus Azure Managed
— Managed Identities
— System Assigned
— User Assigned
— Service Principals

— Application Accounts

¢ Security Principals are assigned Roles
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AZURE PERMISSIONS OVERVIEW - ROLES SENETSPI

¢ Subscription Level

¢ Owner
+ Contributor Role
¢ Reader Reader Riﬁﬂ;ﬁj:}:?:w Coantributor Chwner
¢ Special/Custom Roles
subscription - ‘
¢ Multi-Level Observers Users managing Admins
@ ['_] resources
¢ Service Specific S q

Resource group
+ Application Specific
o Il

Automated processes
Resource

¢ Application of Roles

¢ Management Group / Child Management Group / Subscription / Resource Group / Resource
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ What are Automation Accounts?

¢ Service for automating actions in Azure subscriptions
— Resource Management
— Applying Updates
— Rotating Credentials

— Ensuring Configurations

- NetSPI =

¢ Agreat target during a pen test {& o

- Credential Access F Search (Ctrl+/) | ‘ i Delete > Move v R'_*] Feedback 'f_} Refresh

— Privilege Escalation £ Overview A Essentials

— Lateral Movement @ Activity log Resource gro.. (move) : tester

— Persistence Ao Access control (1AM) Location P EastUs

Subscription (move)
€ Tags

Tags (edif) : Click here to add tags

22 Diagnose and solve problems
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Automation Account Components

+ Runbooks
— PowerShell or Python Scripts
— Can use custom modules or packages
— Code available to the Reader role
— Hardcoded credentials in code

— Normally executes within a Microsoft managed container

Home » Automation Accounts > MNet5Pl VIEW Publ|5hed Sgurce
> |_Keep_Passwords_Here (NetSPI/I_Keep_Passwords_Here) = - | Keep_Passwords Here

o et 1 fgpasswordl = "SecretP@sswerd”
L2 Search (Ctrl+/) | ‘ [} Start  <* View f Edit 'ﬂ:' Link to schedule [®! Add webhook f Dl 2
&3 Overview = Essentials
B Activity log Resource gro... : tester
€ Tags Account . Net5P
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AZURE AUTOMATION ACCOUNTS S NETSPI

‘ AUtomatlon Account Components Home » Automation Accounts > MNetSPI [::} Stal_'
¢ Runbook Execution @ Schedule Runbook
_ Run as a JOb Home » |_Keep_Passwords_Here (MetSPI/I_Keep_Pass) |_Keep_Passwords_Here
— Very visible in logs 7 Add Webhook - seheduls >

Link a schedule to your runbook

— Schedule to Run

ﬂ Start a runbook via a simple HTTP POST to a URL Parameters and run settings b
— Persistence Opt]on Modify run settings (Default: Azure)
. . Webhoo
— Trigger with Webhook >

Create new webhook

— Persistence option Home » |_Keep_Passwords_Here (MetSPl/I_Keep_Passwords_Here) > Edit PowerShell Runbook
Parameters and run se

— Can accept parameters Modify run settings == Test

|_Keep_Passwords_Here

— Command Injection Potential

ey .
> start L) View last test

— Run in Test Pane

Parameters

— Less noise in the logs No input parameters

Run 5ettings

Runon (&

i - . ™
(Il Hybrid Worker )
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Automation Account Components

¢ Variables = Test
. |_Keep_Paszswords_Here
— Stores commonly used variable values
. . [} Start
— Often contains credentials or keys S
— Easy to cast to OUtpUtS for extraction No input parameters
— Available to the Reader role Run Settings
Runon (@
* ’ P "
— *Unless they’re encrypted @ oo worker ) _
= d test variablevalue
Home » Automation Accounts > MNet5PI VIE‘W PUbllShEd SDU rce
> |_Keep_Passwords_Here (NetSPI/I_Keep_Passwords_Here) = - | Keep_Passwords_Here
T funbook 1 $WariableValue = Get-AutomationVariable -MHame "testvariable’
£ Search (Ctrl+,) | < [} Start  </* View f Edit 'E' Link to schedule 1] Add webhook f Del ? , .
3 Write-Output $VariableValue
i Ovenview # Essentials
B Activity log Resource gro.. : tester
Account i Net5Pl

® Tags
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AZURE AUTOMATION ACCOUNTS S NETSPI

MyPassword =

Credential

¢ Automation Account Components @ Delete

Mame

¢ Platform Credential Options

MyPassword

— “Credentials” — Test - Last modified
. . | Keep Passwords Here 2/25/2022, 8:39 AM
— Username and Password combination escrption
— AAD credentials [:} start Where | keep my password...
Parameters
— Domain or Local credentials for VMs No input parameters

— Easy to cast to outputs for extraction

Fun Settings User name *

— Key Vaults are the safer option Runon @ | | Kfosaaen
'ﬁ Hybrid Worker )
h - kfosaaen2
Password *

notapasswoird |

Hor Automa Ac ts Jets H H
ome > Automation Accoun MetSPI VIEW Pubhghed Sgurce
> |_Keep_Passwords_Here (NetSPIl/l_Keep_Passwords_Here) < - | Keep_Passwords Here

e 1 fcredvalue = Get-AutomationPSCredential -Name "extractMe’
R Search (Ctrl+/) | ¢ [> start <> view & Edit (O Linktoschedule [®] Add webhook [& Del 2 HP%tE_GUtPUt $credvalue.Username .

3 Write-Output $credvalue.GetNetworkCredential().Password

g Overview # Essentials
@ Activity log Resource gro... : tester
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AZURE AUTOMATION ACCOUNTS S NETSPI

Home > Automation Accounts MNetSPI

A Azure Run As Account =
¢ Automation Account Components e

A - =
) Renew certificate [0 Delete

¢ Platform Credential Options

Azure Active Directory Application &

o ” {3 . ” Display Mame
Run as Accounts / ConneCtlonS |NetSPI_sQKdofkTDiNsNEZUUW+nAsNG... I}
— Older Method
Certificate &
— Relies on App Registration Name

AzureRunAsCertificate

Uses Certificates for Authentication

Expiration
10/7/2022, 5:00 PM

Granted “Contributor” role on the subscription by default

ITI*.me:rir*‘.
— Test
|_Keep_Passwords_Here
View Published Source > start
|_Keep_Paszwords_Here Parametears

Mo input parameters

1 $RunAsCert = Get-AutomationCertificate -Name 'AzureRundsCertificate’

2 fcertPath = Join-Path fenv:temp AzureRunfAsCertificate.pfx Run Settings

3 $Cert = $RunAsCert.Export( pfx’, 'Passworddthelert”) Runon ©® _

4  Set-Content -Value %Cert -Path %certPath -Force -Encoding Byte : Lrd I Hybrid Wo'ker_:i' MITKMTBAZCCCEBGCSqGS Th3DQEHARCCCEAEgNCMITI2DCC
5 $basegdstring = [Convert]::ToBase64String([I0.File]::ReadallBytes(fcertPath)) £01+F952TsITowrtINTTak+ZPeoi6C+rcgtjp+hCSaubvbs:
6 lrite-Output $basefdstring hR3Aw7RSANFOIRS95 1Mhn+yIPCulosi TIHgrxsOGUWRNI Riol

JVxIxB+7YACBTDGIVEDDFi7hjwllv5/ X6Csvql1089INNHR s

rud¥YFTbBYTN2ZAB2Cy T2DWuCeQkOPIxl)iaVj6enhla+ocEnhb
b1 TAGyEL OeSPdKsxml azpkrgBhwngl 7CyBuMUkMo2wlizkbks
FENMZ mgnoGdzhB8RO3L e589UYAMNT HOEgiHC E0Ea ]l hAx+Adv

Activity-level tracing

This configuration is available only for
graphical runbooks.
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Automation Account Components

Microsoft Azure B Search resources, services, and docs (G+/)

¢ Platform Credential Options Home > Default Directory > BlogExample_6MSQ+qlrzKmBtsQeds07hEeMpDARWSNIQZ6 TEKg-
I e e e, Exposure | BlogExample_6MSQ+qlrzKm8tsQe4x07h8rYeMpD4RwsNiQg/Z6TBKg=
— “CredManifest” (CVE-2021-42306) Vulnerability 'IF" ’ T Upiosd % Downioed | %) Gotfeadbeds
— Exposed PFX files in the App Registration Manifest files < ;e:, O e e permissions. Tofequest acces conact he 38
— Affected Services: | Integration assistant The editor be phcation by directy modifing s SON represe
— Automation Accounts iwej Y
— Azure Migrate D Authentication l k o
— Azure Site Recovery m :Ha& :t .21
— Applies to AAD users with ability to read App Registrations a - o —
— Most cases, all users could read this data " A: - 1 | e
— Domain user -> Subscription Contributor - :UGCNIS - _1;—.0.,..f;ieat;g?l:r_a._ic-s.: 0,
— At a minimum... m Nanlzestl . 1 1J T;;;QE:E":-LE_-E"S-:_+:?:-."Sts-;z_ixe?r‘a-"fe"ﬂi?.s'{ng .
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AZURE AUTOMATION ACCOUNTS

¢ Automation Account Components

¢ Platform Credential Options

— Managed Identities
— System assigned vs. User assigned

— Generates tokens for temporary access

— Uses localhost Managed Service Identity (MSI) endpoint

— Safer alternative to “Run as” accounts

— Extracting Tokens
— Make a request to the MSI endpoint
— Write to Job Output

— Exfiltrate via POST request

S NETSPI

NetSPI | Identity

Automation Account

L2 search (Ctrl+/) | 4

i Linked workspace

&, Event grid

& start/Stop VM

Account Settings

It Properties

¥ Metworking
Keys

{';, Pricing
Source control

Pp. Rumn as accounts

Identity

F Y

System assigned  User assigned

A system assigned managead identity is re
using Azure role-based access control (Az
gbout Managed identities.

. A

Save Discard (_) Refresh

Status @
(_off D
Object (principal) ID (@

Permissions (1)

| Azure role assignments
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Automation Account Components

¢ Platform Credential Options

— Managed Identities
— “AutoWarp” Vulnerability
— Cross-tenant isolation issue
— MSI endpoint listening on high humber port (40,000+)

— Shared container space / lack of container isolation

Generate tokens for managed identities in other tenants

+ Blog:

https://orca.security/resources/blog/autowarp-microsoft-azure-automation-service-vulnerability/
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https://orca.security/resources/blog/autowarp-microsoft-azure-automation-service-vulnerability/

AZURE AUTOMATION ACCOUNTS S NETSPI

4 Automation Account Components
NetSPI | State configuration (DSC)

+ Desired State Configurations
|,-’-7 Search (Ctrl+/) | ‘ b oadd & Compose configuration () refresh ) Reset filters
— Used for managing system configurations 1 Change tracking R
. e e . State configuration (DSC)
— Doma]n JO]n]ng a A new configuration service is available in preview, with features like control over

machine resource ID in reports, and PowerShell support for Linux. Learn more
Update management

— Running processes

Bl Update management

B Applying updates e Nodes Configurations  Compiled configurations  Gallery
— Can be used for persistence / command execution & Runbooks D [ 0

— Ensure X process is running % :::ric‘__‘_Orkergmps 0 ?;m IE’:;M:

— If not, download exe and run it £ wstcher tasks 0 0
— Pivot to on-prem (ARC) systems shared Resources hzj:;fcderames. ||St:t::ieis

— Can be a sneaky way to execute a Runbook

— Configuration compilation happens in your Automation Account container

https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-persistence-with-desired-state-configurations/
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https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-persistence-with-desired-state-configurations/

AZURE AUTOMATION ACCOUNTS S NETSPI

Home NetSPI

¢ Automation Account Components 2 NetSPI | Hybrid worker groups

+ Hybrid Workers
Update management

— External systems that can be used to run Automation RUNbOOKS | & upgate management

- - . Ay -
& Search (Ctrl+/) | 4 T Create hybrid worker group () Refresh

FY

User hybrid worker groups  System hybrid worker groups

Users can create and maintain hybrid waorker groups for running hylbi
Azure machines (through &rc enabled server) can be managed throug

— Greater CPU/RAM/Disk capacity Process Automation ;
A~ Search to filter items...
ia Runbooks
— Requires “Run as” certificate to be installed for Authentication |_ Group name
. . ops 2 o ) netspiworkers
— Any user with local admin can extract the certificate el

£ Watcher tasks

— Multiple Azure roles can execute commands (as system) on VMs

= Test
- V]rtual MaCh]ne Contr]bUtor n Export-RunAsCertificateToHybridWorker
— Virtual Machine Administrator Login > start
Faramets
— Virtual Machine User Login r\oririzl,t c.r:rameters
— Azure Connected Machine Onboarding Run Settings
Runon &
— Azure Connected Machine Resource Administrator ( azure i [ Hybrid worker )

Importing certificate inte hybridWorker local mac

— Log Analytics Contributor

Choose Hybnd Worker group

| msrcTest T |
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Automation Account Components _HTTP/1.1 200 OK
Content-Type: application/json; charsec=utf-8
. 3 Server: Microsoft-11S/10.0
i X-ms-recuest-id: £5c06B8f8-5884-4841-9eft7-a0213c7ba%Sces
’ Hybr]d Workers 5> X-Powered-By: ASP.NET
¢ Date: Fri, 0S Nov 2021 21:13:33 GMT
— Undocumented APIs are used by the agent for tasking S Miiacen
— Could be abused to access stored credentials and “Run as” certificates mvalue®: [
{
. . " e”:"AzureRunAsCercificate”,
— Escalation from Reader to Contributor Rl Sy banmaigrt i oyt RO |
. . SBUkrBgEEAYIZEQEXDBESAEOAAQBIAHIALWBZAGSAZYgBOACAARQBUAGUA'QY
— Ability to read Automation Account enrollment key "isExportable”:true,
"description":null,
. "t humb ":"BDDOZ3EC34ZFEO4CCICOEL1349SSFSFFE3111€31BB",
- Self enrou your own Hybr]d Worker "::-:;nrxy);ir:;':":O;é—lU-C;‘TOd:UO:OL}:C=C!:L1L)"
)
— Get token and request “Run as” certificate :
}

Authenticate as the “Run as” account

GET Iautomationhccauntaz‘lf:ESaDSC'-ld'?:-'iScE-Ei?c-oa.bw.ecltcﬁ‘?lcer:itlcates?lpi-versionﬂ.OamResourceId
- Remed]ated by MlcrOSOft fsubscriptions cl_:c /resourceGroups/tester/providers/Microsoft.Compute/

virtualMachines/HybridBlogTesting HTTP/L1.1
. . Host: lcESaDlc-1d72-45cE-9E£7c-0ab3declfc87.jrds.sus, azure-automation.net
— Subscription Reader can no longer read AA Keys  |iccepc: appiication3son

Content-Type: application/json
Authorization: Bearer
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AZURE AUTOMATION ACCOUNTS S NETSPI

¢ Remediated Privilege Escalation Path

+ Log Analytics Contributor Role
— Initially allowed * permissions on Automation Accounts
— Use Log Analytics Contributor role to export the “Run as” certificate

— Use the exported certificate to login as a Contributor (slightly more privileges)

1
2 "id": "/providers/Microsoft.futhorization/roleDefinitions/92aaf@da-9dab-42b6-94a3-d43ceBd16293",

3 "properties”: {

4 "roleMame™: "Log Analytics Contributor”,

5 "description”: "Log Analytics Contributor can read all monitoring data and edit monitoring settings
6 "assignableScopes”: [

7 "

g 1,

9 "permissions": [

18 {

11 "actions": [

12 " read”,

13 "Microsoft.Automation/automationAccounts/*",

14 "Microsoft.ClassicCompute/virtualMachines/extensions/*",

15 "Microsoft.ClassicStorage/storagefAccounts/listKeys/action”,

16 "Microsoft.Compute/virtualMachines/extensions/*",
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AZURE AUTOMATION ACCOUNTS S NETSPI

& Automation Accounts Conclusions

+ Can be useful a
— Automates many of the tasks in an Azure environment @9
— Security improvements are being made
) y 1mp g =

+ Can be dangerous

— Often misconfigured ' ﬁ
||

— Can expose credentials [
— Can allow for privilege escalation
+ Potential target during an Azure Pentest? i I

— Absolutely
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S NETSPI

Questions’




ADDITIONAL INFO S NETSPI

& MicroBurst GitHub - https://github.com/NetSPIl/MicroBurst

¢ NetSPI Blog - https://www.netspi.com/blog/technical/ MicroBurst

TOOLS.NETSPI.COM

¢ Automation Account Blogs:

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/encrypting-password-data-in-get-
azpasswords/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/maintaining-azure-persistence-via-
automation-accounts/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/exporting-azure-runas-certificates/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-automation-accounts-key-stores/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/escalating-azure-privileges-with-the-
log-analystics-contributor-role/

¢ https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-cloud-vulnerability-credmanifest/

¢ Twitter - @kfosaaen



https://github.com/NetSPI/MicroBurst
https://www.netspi.com/blog/technical/
https://www.netspi.com/blog/technical/cloud-penetration-testing/encrypting-password-data-in-get-azpasswords/
https://www.netspi.com/blog/technical/cloud-penetration-testing/maintaining-azure-persistence-via-automation-accounts/
https://www.netspi.com/blog/technical/cloud-penetration-testing/exporting-azure-runas-certificates/
https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-automation-accounts-key-stores/
https://www.netspi.com/blog/technical/cloud-penetration-testing/escalating-azure-privileges-with-the-log-analystics-contributor-role/
https://www.netspi.com/blog/technical/cloud-penetration-testing/azure-cloud-vulnerability-credmanifest/

S NETSPI
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